Traces, Interpolants, and Automata:
Ultimate Automizer's Approach to
Software Verification

Matthias Heizmann

University of Freiburg

EPIT 2018, Aussois, 2018-05-07



tree

Petri

visibly
pushdown

alternating

Taipan


https://ultimate.informatik.uni-freiburg.de/automizer/
https://ultimate.informatik.uni-freiburg.de/automizer/
https://ultimate.informatik.uni-freiburg.de/automizer/

ULTIMATE

Arormt<er

automata-based software verification

for non-reachability, memory safety, termination, overflows


https://sv-comp.sosy-lab.org

ULTIMATE

Arormt<er

automata-based software verification

for non-reachability, memory safety, termination, overflows

Achievements at SV-COMP (nhttps://sv-comp.sosy-lab.org)
» 2015: Silver Overall
» 2016: Gold Overall, Gold Falsification Overall
» 2017: Gold Overall, Gold Termination
» 2018: Silver Overall, Gold Termination, Gold NoOverflow


https://sv-comp.sosy-lab.org

Reason for success? Standing on the sholders of giants!
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lp: assume p !'= 0;
¢;: while(n >= 0)
{
ly: assert p != 0;
if(n == 0)
{
Zgi p = O:
}
Uy n-—-—,;
}
pseudocode

control flow graph
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control flow graph




Definition:
{{¢]} st {{¢']} is valid Hoare triple
iff

if program is in state that satisfies ¢
and program executes st
then program is in a state that satisfies ¢’

Example:

(p70n=1) weo (70

is a valid Hoare triple

Example:

() e (0]

is not a valid Hoare triple

control flow graph




Example:

(70 5= ([ 70)

is not a valid Hoare triple

SMT script

(declare-fun n () Int)
(declare-fun n’ () Int)
(assert (not (= n 0)))
(assert (=n’ (- n 1))
(assert (not (not (= n’ 0))))
(check-sat)

control flow graph




Definition:

A Floyd-Hoare annotation is a map-
ping that assigns each location /; a for-
mula ¢; such that there is an edge

only if the Hoare triple

{{e] stme {[¢]}

is valid.

Theorem:

Given a program P, if there is a Floyd-
Hoare annotation such that

» every initial location is labeled
with true and

» every error location is labeled
with false

then P is correct.

control flow graph
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New View on Programs

“A program defines a language over the alphabet of statements.”

> Set of statements: alphabet of formal language
eg,X={p!'=0, n>0,n==0,p:=0, n!=0,
p==0,n—-7n<07}

v

Control flow graph: automaton over the alphabet of statements

v

Error location: accepting state of this automaton

v

Error trace of program: word accepted by this automaton



lp: assume p !'= 0;
¢;: while(n >= 0)
{
ly: assert p != 0;
if(n == 0)
{
Zgi p = O:
}
Uy n-—-—,;
}
pseudocode

control flow graph




Example

2
0

n >=

n !=
n-
n>= 0

p==o

Some program together with a specification in our formalism
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Trace Abstraction

Our paradigm:

Computer programs are collections of statements,

the definition of a program consists of two parts:

defined by

meaning of the
statements

our formalism
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Trace Abstraction: Example

ly: assume p != 0;

512 While(n >= 0) P 1= 0
{
l: assert p != 0; n < O*>
if(n == 0) e
{
3 p := 0;
}
€4Z n-——,;
}
pseudocode

control flow graph



Trace Abstraction: Example

lp: assume p != 0;
¢;: while(n >= 0)
{
2% assert p != 0;
if(n == 0)
{
832 P = O:
}
ly: n-——,;
}
pseudocode

=0

p!=
n < 00—
n >0

n--

B

B ©
]
o@

\

control flow graph




Trace Abstraction: Example

1. take trace m




Trace Abstraction: Example

1. take trace m

2. consider trace as program P

1:
2:
3:

assume p != 0;
assume n >= 0;
assert p != O;

Nt

]
0
o

OO

p==0

@

pseudocode of Py
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Excursus: Correctness proofs for straightline code

> Step 1: Analyze correctness



Excursus: Correctness proofs for straightline

> Step 1: Analyze correctness

SMT script

(declare-fun x () Int)
(declare-fun n () Int)
(assert (not (= p 0)))
(assert (>= n 0))
(assert (= p 0))
(check-sat)

code



Excursus: Correctness proofs for straightline code
> Step 1: Analyze correctness
» Step 2: Construct proof \CP
> Naive approach: symbolic execution
m¢

p==0



Excursus: Correctness proofs for straightline code

> Step 1: Analyze correctness
t
» Step 2: Construct proof
> Naive approach: symbolic execution
> Alternatives:
> symbolic execution 4 unsat cores m
> Craig interpolation



Excursus: Correctness proofs for straightline code

> Step 1: Analyze correctness
» Step 2: Construct proof

> Naive approach: symbolic execution
> Alternatives:

> symbolic execution 4 unsat cores
> Craig interpolation

SMT script

(declare-fun x () Int)

(declare-fun n () Int)

(assert (! (mot (= p 0)) :named stmtl))
(assert (! (>= n 0) :named stmt2))
(assert (! (= p 0) :named stmt3))
(check-sat)

(get-interpolants stmtl stmt2 stmt3)



Trace Abstraction: Example

1. take trace m
2. consider trace as program P p =0
3. analyze correctness or Py .
Q
n >= 0
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Trace

Hw e

Abstraction: Example

take trace m
consider trace as program P
analyze correctness or P;

generalize program P
> add transitions

{} n-- {} is valid Hoare triple

{(P#0]} (n1=0 {[p#0]} is valid Hoare triple
{} n>=0 {} is valid Hoare triple

p#0




Trace

Hw e

Abstraction: Example

take trace m
consider trace as program P
analyze correctness or P;

generalize program P
> add transitions

p !=
I
Q

0
n > 0

p==0

@

all\{{p :=0}




Trace Abstraction: Example

take trace m a”

1.
2. consider trace as program P p!=0
3. analyze correctness or P !
e ' all \{(BUE=100)
4. generalize program P
» add transitions n >0

all\{{p :=0}

p==0

©:>a..




Trace Abstraction: Example

take trace m aII

consider trace as program P

analyze correctness or Py P

Hw e

generalize program P

> add transitions @D:) all\{{p :=0}

> merge locations

P=0
[fie] (o )
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: T;:: [ =t
) ?

program P
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program P;



Trace Abstraction: Example

: T;:: [ =t
) ?

program P

p!=0
aII\{ p =0}
p==0

program P;



Trace Abstraction: Example

program P

Consider only traces in set
theoretic difference P\ P;.

p!=0

a|| \{'p:=0

p==0

@. all 4]

progtam P;

}

A



Trace Abstraction: Example

@. all
p!=0
a \ip:=0}
PIE=I0
program 7 o program 731%‘&“'/\[‘H

Consider only traces in set
theoretic difference P\ P;.



Trace Abstraction: Example

1. take trace mp




Trace Abstraction: Example

1. take trace mp

2. consider trace as program P,

-

o
o

B

OO

o

oA

o
o

Od

B
1
I

=]
o

(O

‘o
[}
I

o

O




Trace Abstraction: Example

1. take trace m>
2. consider trace as program P,

3. analyze correctness or P,

pl=0
n>0
n=0
n=0
p:=0
e
n=-1
n>= 0
p==0




Trace

e

Abstraction: Example

take trace mp
consider trace as program P,
analyze correctness or P,

generalize program P,

> add transitions
> merge locations

(0D
n T

0
an \{a= )

a \{{a—-}

n >=

0
all




Trace Abstraction: Example

p!'!'=0

= 0 an\{p;=o}




Trace Abstraction: Example

n==0 p==0
@ ) ? 1 aII /
) >
program P o program Py

p!'!'=0

P C PiUP

all\{ p:=0}

2
ﬁ

n==0

aII \{(n—-}

n-——

|
aII \{{n—}

n >= 0
@. all %’JJLZ
p‘w\/\/\rj

program P»
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Trace Abstraction: Verification Algorithm

program P

|

L(P) C L(P)U--- U L(P,)

yes

construct infeasiblity proof for
construct generalized program P;

—
~-

pick new error trace

is 7 feasible ?

yes

~

“P is correct”

W

“P is incorrect”




Trace Abstraction: Verification Algorithm

program P
|

construct infeasiblity proof for m
construct generalized program P;

no

is 7 feasible 7

no

yes

. es
pick new error trace m y

04 W

“P is correct” “P is incorrect”



Trace Abstraction: Verification Algorithm

program P
|

L(P) C L(PYU - U L(Py)

yes
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construct generalized program P;

— "~

no
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Trace Abstraction: Verification Algorithm

program P
|

L(P) C L(PY)U - U L(Py)

yes

construct infeasiblity proof for m
construct generalized program P;

no

no

pick new error trace m

yes

Vv

“P is correct”

L 3

“P is incorrect”




Trace Abstraction: Verification Algorithm

program P
|
no
L(P) C L(PL)U - UL(Pn) is m feasible ?
v’
yes pick new error trace T yes
3 +

“P is correct” “P is incorrect”
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Our approach to software model checking:

Floyd-Hoare ?
sample - correct {
trace 7y for 1 program Pp ’]D C ’]Dl




A classical approach to software model checking:

I Floyd-Hoare annotation for P

Our approach to software model checking:

cample Floyd-Hoare
P annotation
trace my for 1
cample Floyd-Hoare
P annotation
trace mp for mo

correct
program P
?

P C PLUP,

correct
program P,

1



A classical approach to software model checking:

I Floyd-Hoare annotation for P

Our approach to software model checking:

sample
trace 7

sample
trace mp

sample
trace

P9

Floyd-Hoare
annotation
for m1

Floyd-Hoare
annotation
for m

Floyd-Hoare
annotation
for mp

correct
program P

correct
program P,

covering of P by
correct programs
PCPiU---UP,

correct
program P,




Extensions of Trace Abstraction Approach

Interprocedural programs

H., Hoenicke, Podelski Nested Interpolants  (POPL 2010)

Cassez, Miiller, Burnett Summary-Based Inter-Procedural Analysis via Modular Trace Refinement (FSTTCS
2014)

Concurrent systems

Farzan, Kincaid, Podelski Concurrent systems (POPL 2014)

Cassez, Ziegler Verification of Concurrent Programs Using Trace Abstraction Refinement (LPAR 2015)

Timed systems

Wang, Sipma Trace Abstraction Refinement for Timed Automata (ATVA 2014)

Cassez, Jensen, Larsen Refinement of Trace Abstraction for Real-Time Programs (RP 2017)

Solving horn clauses / Tree automata

Kafle, Gallagher Tree Automata-Based Refinement with Application to Horn Clause Verification.  (VMCAI
2015)

Wang, Jiao Trace abstraction refinement for solving Horn clauses  (The Computer Journal 2016)
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Termination Analysis

> Challenge 1: counterexample to termination is infinite execution
Solution: consider infinite traces, use w-words and Blichi automata

» Challenge 2: An infinite trace may not have any execution although

each finite prefix has an execution.
while (x > 0) {

Eg. (x>0 (x=—= ) X3

}

Solution: ranking functions (here: f(x)=x)

Ranking Function (for a Loop)

Function from program states to well-founded domain such that value is
decreasing while executing the loop body.
Proof by contradiction for the absence of infinite executions.



Example: Bubble Sort

program sort(int i, int all)
¢, while (i>0)

2 int j:=1
l3 while (j<i)
if (aljl>alil)
swap(a,i,j)
n j++

U5 ==



Example: Bubble Sort

program sort(int i)

{1 while (i>0)

12
43
ly
s

int j:=1
while (j<i)

j++



Example: Bubble Sort

program sort(int i)

/; while (i>0)

2 int j:=1 i-- i>0

l3 while (j<i)

n j++

ls i--

quadratic ranking function:
f(i,3) =4 =3

lexicographic ranking function:

(3,9) = (1.1~ 3)



program P

(OUTER+INNER)”

ol

b

module P;

(INNER".OUTER)®

ranking function
f(1,3) =1

module P,

(INNER+ OUTER)*.INNER®

@ﬂ

ranking function
f(1,3)=1-13



program P module P; module P,

(OUTER+INNER)Y = (INNER".OUTER)” + (INNER+ OUTER)".INNER®

B,

d p & o 7

j>=i ji=1 3>=i_ j:=1

-

j++ j<i
jH+ <

% aa g

ranking function ranking function
f(iaj):i f(ivj):i_j
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1. consider w-trace as program with single while Ioop

J<1
i>0 =il ++
J



From w-Trace to Terminating Program — Example

input: ultimately periodic trace i>0  j:=1 (1 j<i @ j++ )Y,

1. consider w-trace as program with single while loop

O SOE OO
i>0 =1
j++

2. synthesize ranking function

Colon, Sipma Synthesis of Linear Ranking Functions (TACAS 2001)

Podelski, Rybalchenko A complete method for the synthesis of linear ranking functions (VMCAI 2004)

Bradley, Manna, Sipma Termination Analysis of Integer Linear Loops (CONCUR 2005)

Bradley, Manna, Sipma Linear ranking with reachability (CAV 2005)

Bradley, Manna, Sipma The polyranking principle  (ICALP 2005)

Ben-Amram, Genaim Ranking functions for linear-constraint loops (POPL 2013)

H., Hoenicke, Leike, Podelski Linear Ranking for Linear Lasso Programs (ATVA 2013)

Cook, Kroening, Riimmer, Wintersteiger Ranking function synthesis for bit-vector relations

(FMSD 2013)

Leike, H. Ranking Templates for Linear Loops (TACAS 2014)




From w-Trace to Terminating Program — Example
input: ultimately periodic trace i>0  j:=1 (1 j<i @ j++ )Y,
1. consider w-trace as program with single while loop

2. synthesize ranking function

fFlij)=1i—J
3. compute rank certificate
i —j < oldrnk

Jj<i
()-8
jt++

oldrnk = oo i —j < oldrnk



From w-Trace to Terminating Program — Example
input: ultimately periodic trace i>0  j:=1 (1 j<i @ j++ )Y,
1. consider w-trace as program with single while loop

2. synthesize ranking function

fFlij)=1i—J
3. compute rank certificate
i —j < oldrnk

J

A

50

i>0j:=1
j+

4. add additional transitions
ANi—j>0
s j<i
O
j+t+

[ o1drnk = oo |7 —Jj < o1drnk|




Generalization of Program with Rank Certificate

» Case 1: g1 not accepting

Hoare triple { |state assertion 1|} (stmt { |state assertion 2|}

lstate assertion 1| lstate assertion 2|

automaton transition




Generalization of Program with Rank Certificate

» Case 1: g1 not accepting

Hoare triple { |state assertion 1|} stmt { |state assertion 2|}

lstate assertion 1| lstate assertion 2|

automaton transition

» Case 2: g; accepting

Hoare triple { | state assertion 1|} ( oldrnk:=f(x) ' stmt { |state assertion 2|}

automaton transition

‘7 oldrnk:=f(x) - stmt
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int main() {

p=4z
while ( n==0) {
/i@ assert p !=
if(n==0){
p=0;
}

-

return O;

i ] 22-28 =

assertion always holds
For all program executions holds that assertion always holds at this location

Loop Invariant
Derived loop invariant n+1 <=0 42 <=p
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Thank you for your attention!
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